


I believe Texas law mandates the County Auditor ensure the financial systems comply with
generally accepted accounting principles and the law as it applies to county finances. The County
Auditor must report financial information; it should be accurate and timely. I also believe the law
mandates the County Auditor have access to all of the financial records of the County, and to the
systems that maintain those records to give this office the ability to ensure that compliance. I

believe the law as cited above provides the authority the County Auditor requires to fulfill these
mandates.

Question 9

The only Attorney General opinion I have found that appears to address the issue of “delegation of
duties” is DM-440. It points to the innate principle that “core functions” of a governmental official -
those duties that are imposed on an official by statute - cannot be delegated to another, absent a
statute authorizing that governmental officer to do so.

The County Auditor has general oversight of the books and records of a county, district, or state
officer authorized or required by law to receive or collect money or other property that is intended
for the use of the county or that belongs to the county. Local Government Code 112.006(a). 1
believe this is a “core function” of the office and cannot be delegated.

The County Auditor shall see to the strict enforcement of the law governing county finances. Local
Government Code 112.006(b). Again, this is a “core function” of the office. Without the ability to
conduct audits of the County’s financial systems and the sub-systems that provide financial
transactions, this office cannot fulfill its statutory obligations.

In a county with a population of 190,000 or more, the law states the county auditor shall prescribe
the system of accounting for the county. Local Government Code 112.006 (a). The county auditor
may adopt and enforce regulations, not inconsistent with law or with a rule adopted under Section
112.003 ot the Local Government Code that the auditor considers necessary for the speedy and
proper collecting, checking, and accounting of the revenues and other funds and fees that belong to
the county or to a person for whom a district clerk, district attorney, county officer, or precinct
officer has made a collection or for whose use or benefit the officer holds or has received funds.
Local Government Code 112.006(b). Again, these are “core functions” of the office.

The case law with respect to the County Auditor’s delegation of its duties to some third party or to
some other legal entity or office also seems to indicate that a delegation of statutory responsibilities
must be authorized by statute. See, for example Smith v. Flack, 728 S.W.2nd 784.

The Legislature has required that "[a]ll claims, bills and accounts against the county be filed in
ample time for the auditor to examine and approve same before the meetings of the commissioners
court. No claim, bill or account shall be allowed or paid until it has been examined and approved by
the county auditor thereon." V.A.C.S., Article 1660 (1962) (emphasis added). Under that
authorizing statute, a County Auditor must make an independent examination of a claim and
approve it before submitting it to Commissioners Court. Assuming arguendo that such an
examination involves discretionary power, the Legislature has not provided a County Auditor with
any authority to delegate that duty to another legal entity or office. In other words, a county auditor



has "a duty clearly fixed and required by law" to perform his statutory duties within his own office.
728 S.W.2" at 790. -

See also, Crider v. Cox, 960 S.W.2d 703:

“A County Auditor, however, is not authorized to delegate to another legal entity or office her
responsibility to examine and approve, if appropriate, a claim. Smith v. Flack, 728 S.W.2d 784, 790

(Tex.Cr.App.1987). She must make an independent examination of each claim and approve it
before the Commissioners Court may consider it. Id.”

I am unaware of any statute that authorizes the Auditor to delegate any of these duties.

CONCLUSION

Earlier, I discussed Sarbanes-Oxley. Some would ask why bring SOX into the discussion. The
reason is simple: the State of Texas has already addressed some of these concerns by defining the
roles and duties -of Commissioners Court (“executive branch”) and the County Auditor (“auditing
and financial reporting”). The issue before the Attorney General lies in the inherent risks associated
with system and software controls that are not examined and audited by the County Auditor. It is
neither reasonable nor in keeping with current auditing standards to assert that the executive branch
of county government has control of and determination of adequacy of IT controls that involve the
County’s financial systems without an independent internal audit of those controls by the very
office placed in county government to perform that audit. '

As stated earlier, 1 believe the law mandates the County Auditor ensure the financial systems
comply with generally accepted accounting principles, and with law as it applies to governmental
finances and the financial information is reported accurately. The law authorizes the County
Auditor to prescribe the system of accounting for the county, and to have continual (inquiry) access
to all of the financial records of the County and the systems that maintain those records to provide
the County Auditor with the ability to ensure compliance.

I believe the law allows the County Auditor limited access to all other records that support the
financial records as agreed to by the elected official who by law is responsible for those records and
that access can not be arbitrarily withheld. I believe the law as cited above is intended to provide
the authority the County Auditor requires to fulfill these mandates and that it does not provide for
the delegation of that responsibility to another legal entity or office.

The State Comptroller’s Office, in its Financial Management Review of the Galveston County
Auditor’s Office, noted on page 9, paragraph 4:

«_..some areas of technical and organizational methods can be improved. The county’s overall
computer architecture is disjointed. It is within the auditor’s statutory authority to require the
system to be altered so the county’s accounting functions conform to standards of
efficiency.”

The report from the State Comptroller, on page 12, Finding 2, states:



“The Galveston County Auditor is required to prescribe the system of accountihg for the
county.® The purpose of this authority is to ensure revenues, fees and other funds either
belonging to the county or held by officers on behalf of third parties are speedily and-

properly collected and accounted for. The auditor may also prescribe rules and procedures
to enforce this authority.

Good accounting systems are a tremendous benefit to an organization. Systems can be
manual, automated or a combination of the two. Generally, automation enhances productivity -
and allows the workers to be more efficient. This principle holds true as long as the

computer system is well designed, requires minimal maintenance and the employees are
sufficiently trained in its operation.

A computer system is no longer efficient when empioyees spend an inordinate amount of time
performing support and repair operations. A worse situation occurs when employees “feed”
data to an unreliable system but rely on records that they maintain off-line. In this case,

they are maintaining two systems: the official system and the one they have designed out
of necessity to work around the official system.

Another characteristic of an efficient system is its ability to casily transfer data to and
from other modules or applications. This prevents violation of a cardinal rule of
automation, “Never enter data more than once.” Therefore, fully integrated systems are the
most efficient since they can easily transfer data. For example, a fully integrated accounting
system will automatically post summary data to its general ledger from each of its
subsidiary ledgers such as cash receipts, cash disbursements and fixed assets. Without
integration, even if each of these subsystems is automated, employees must take the output
from each system, summarize it and enter it into the general ledger. This manual intervention

creates opportunities for error and lengthens the time necessary to perform an otherwise
simple, one-step function. :

Galveston County uses a number of different hardware and software configurations. The

county’s computer systems were not designed with a basic, finished system in mind; they have
been evolving over time.

Reference is:

8 V.T.C.A. Local Government Code, § 112.002 Required of the auditor in any county with a population of more
than 190,000. Galveston County has a population of more than 190,000.

The report goes on to say on page 14, under Recommendation A:

“The auditor should no longer prepare data submitted by other departments for entry to
IFAS, the county’s general ledger. Although this recommendation will require departments
to prepare their data for entry, it does not eliminate the double entry problem.”

On Page 15, under Recommendation B:

“The auditor should exercise his authority to prescribe and enforce regulations that

require the IT department and other departments to prepare automated interfaces between
their systems and IFAS.”

In the Auditing area, page 23, the State Comptroller report states:



“According to Texas law, the county auditor is responsible for auditing the following areas:

* Ongoing auditing in any area pertaining to county finances;"

* Monthly examination of all reports about money that are made to the commissioners
court and all receipt books of offices collecting fines and fees in criminal cases;"

* Quarterly audits of books and reports from all offices;'* and

* An annual audit of all offices.'®

References are:

13 V.T.C.A,, Local Government Code § 112.006.

14 V.T.C.A,, Local Government Code § 115.002, V.T.C.A., Code of Criminal Procedure Art. 103.011.
15 V.T.C.A., Local Government Code § 115.002.

16 V.T.C.A,, Local Government Code § 114.041, §115.0035, § 115.004.”
The report provides a further explanation of the audit requirements on page 26:

“Compliance. with statutory audit requirements is mandatory. Using the same audit
procedures to meet the monthly, quarterly and annual requirements is a must.

In order to better understand and plan county auditing, it helps to think of the statutory audit
requirements as a series of building blocks:
* The required monthly examinations of reports and receipt books are the basic building
blocks in the audit process;
¢ The results of the monthly examinations, along with additional procedures that broaden the
scope, become the more extended quarterly examinations of the books and reports of each
- office;

» The quarterly examinations in turn are the basis for comprehensive annual audits of each
office; and

* The finishing touches are other audit procedures that must be done at some time during the
year, including payroll, property, the purchasing system, commissioners court orders
regarding county finances and any other matters relating to county finance that the county
auditor thinks need investigating.

This last group of procedures fulfills the county auditor's statutory obligations to enforce the laws
governing county finances and to determine the accuracy of county financial records. Some
of these procedures are specific to a particular county office and may be included in the audit
report of that office. Others are countywide, involving several offices or they may not even be
directly identifiable with any particular office.”

On page 63, the report continues with a chapter titled Electronic Data Processing (EDP) Auditing.
In the overview, the following statement is offered:

“Galveston County is one of the few counties that employ a certified information systems
auditor (CISA) as an Electronic Data Processing (EDP) auditor. This is commendable, because
many of the traditional financial controls that auditors test are now built into the
organization’s software. This type of review requires an auditor who can help test access to
the systems, the transfer of information from one system to another and the output itself.

With the increased dependence on integrated computer networks, the need for network security is
a growing concern. Many local governments have a haphazard approach to network security. In



April 2000, Galveston County Commissioners Court retained a vendor to conduct a network
penetration security assessment. The Galveston County EDP auditor was instrumental in

bringing about this test of the county’s network security and assisted with the on-site work and
follow-up.

Although the conclusion reached by the vendor was that Galveston County needed a number of
security enhancements, the fact that an assessment was undertaken at all is laudable. The EDP

auditor was involved with the planning and worked closely with the vendor during the
study.” ‘

Perhaps the most compelling statement of all is on page 64, under point 15:

“Automation is a powerful tool for financial accounting, yet it poses challenges for
the auditor. Auditors must be familiar with the basics of computerized systems such as
how data is input, processed, posted and reported. Security controls should be studied to
answer questions such as who has access to the system and who has the ability to
change or delete information. The Information Systems Audit and Control
Association’s certification board has developed a certification process to train auditors
how to etfectively audit computerized financial systems.

Computers can and should be used in the audit process. This makes an audit more
cost-effective and the results more accurate. There are many types of tools and
techniques, such as generalized audit software, utility software, statistical sampling, test
data and application software tracing and mapping that can be used to help an EDP

auditor perform data analysis of the computer systems being audited. These tools
could be used to:

Test detail of transactions and balances;
Analyze review procedures;

Test information systems general controls;
Test the compliance of application controls;
Estimate account balances; and

Test system penetration.”

I don’t believe I could put it anymore succinctly than the words expressed above by the Texas

State Comptroller’s Office. Their eloquence has provided an appropriate conclusion to this
request.

Thank you for your time and consideration with regard to these matters. If you need any
additional information, please do not hesitate to contact me.

Sincerely,

-

Donald W. Cozad
Collin County Auditor



cc: Honorable Chris Older
Judge, 416" District Court

Honorable Keith Self
Collin County Judge

Honorable John Roach
Collin County District Attorney

Attachments: ‘
Letter from Honorable John Roach, Collin County District Attorney
Galveston County Auditor’s Office Financial Management Review by Texas State Comptroller





